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5.6 THE NETWORK LAYER IN THE INTERNET

Before getting into the specifics of the network layer in the Internet, it is
worth taking at look at the principles that drove its design in the past and made it
the success that it is today. All too often, nowadays, people seem to have forgot-
ten them. These principles are enumerated and discussed in RFC 1958, which is
well worth reading (and should be mandatory for all protocol designers—with a
final exam at the end). This RFC draws heavily on ideas found in (Clark, 1988;
and Saltzer et al., 1984). We will now summarize what we consider to be the top
10 principles (from most important to least important).

1. Make sure it works. Do not finalize the design or standard until
multiple prototypes have successfully communicated with each oth-
er. All too often designers first write a 1000-page standard, get it
approved, then discover it is deeply flawed and does not work. Then
they write version 1.1 of the standard. This is not the way to go.

2. Keep it simple. When in doubt, use the simplest solution. William
of Occam stated this principle (Occam’s razor) in the 14th century.
Put in modern terms: fight features. If a feature is not absolutely
essential, leave it out, especially if the same effect can be achieved
by combining other features.

3. Make clear choices. If there are several ways of doing the same
thing, choose one. Having two or more ways to do the same thing is
looking for trouble. Standards often have multiple options or modes
or parameters because several powerful parties insist that their way is
best. Designers should strongly resist this tendency. Just say no.

4. Exploit modularity. This principle leads directly to the idea of hav-
ing protocol stacks, each of whose layers is independent of all the
other ones. In this way, if circumstances that require one module or
layer to be changed, the other ones will not be affected.

5. Expect heterogeneity. Different types of hardware, transmission
facilities, and applications will occur on any large network. To han-
dle them, the network design must be simple, general, and flexible.

6. Avoid static options and parameters. If parameters are unavoid-
able (e.g., maximum packet size), it is best to have the sender and
receiver negotiate a value than defining fixed choices.

7. Look for a good design; it need not be perfect. Often the design-
ers have a good design but it cannot handle some weird special case.
Rather than messing up the design, the designers should go with the
good design and put the burden of working around it on the people
with the strange requirements.
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8. Be strict when sending and tolerant when receiving. In other
words, only send packets that rigorously comply with the standards,
but expect incoming packets that may not be fully conformant and
try to deal with them.

9. Think about scalability. If the system is to handle millions of hosts
and billions of users effectively, no centralized databases of any kind
are tolerable and load must be spread as evenly as possible over the
available resources.

10. Consider performance and cost. If a network has poor perfor-
mance or outrageous costs, nobody will use it.

Let us now leave the general principles and start looking at the details of the
Internet’s network layer. At the network layer, the Internet can be viewed as a
collection of subnetworks or Autonomous Systems (ASes) that are intercon-
nected. There is no real structure, but several major backbones exist. These are
constructed from high-bandwidth lines and fast routers. Attached to the back-
bones are regional (midlevel) networks, and attached to these regional networks
are the LANs at many universities, companies, and Internet service providers. A
sketch of this quasi-hierarchical organization is given in Fig. 5-52.

Leased lines Leased A European backbone
to Asia A U.S. backbone transatlantic

Regional
network

IP Ethernet IP Ethernet
LAN IP token ring LAN LAN

Figure 5-52. The Internet is an interconnected collection of many networks.

The glue that holds the whole Internet together is the network layer protocol,
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IP (Internet Protocol). Unlike most older network layer protocols, it was
designed from the beginning with internetworking in mind. A good way to think
of the network layer is this. Its job is to provide a best-efforts (i.e., not guar-
anteed) way to transport datagrams from source to destination, without regard to
whether these machines are on the same network or whether there are other net-
works in between them.

Communication in the Internet works as follows. The transport layer takes
data streams and breaks them up into datagrams. In theory, datagrams can be up
to 64 Kbytes each, but in practice they are usually not more than 1500 bytes (so
they fit in one Ethernet frame). Each datagram is transmitted through the Internet,
possibly being fragmented into smaller units as it goes. When all the pieces
finally get to the destination machine, they are reassembled by the network layer
into the original datagram. This datagram is then handed to the transport layer,
which inserts it into the receiving process’ input stream. As can be seen from
Fig. 5-52, a packet originating at host 1 has to traverse six networks to get to host
2. In practice, it is often much more than six.

5.6.1 The IP Protocol

An appropriate place to start our study of the network layer in the Internet is
the format of the IP datagrams themselves. An IP datagram consists of a header
part and a text part. The header has a 20-byte fixed part and a variable length
optional part. The header format is shown in Fig. 5-53. It is transmitted in big-
endian order: from left to right, with the high-order bit of the Version field going
first. (The SPARC is big endian; the Pentium is little-endian.) On little endian
machines, software conversion is required on both transmission and reception.

32 Bits
T N M T M M N M M AN M N S S A A
Version IHL Type of service Total length
Identification E '\él Fragment offset
Time to live Protocol Header checksum

Source address

Destination address

((

-~ Options (0 or more words) T

Figure 5-53. The IPv4 (Internet Protocol) header.
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The Version field keeps track of which version of the protocol the datagram
belongs to. By including the version in each datagram, it becomes possible to
have the transition between versions take years, with some machines running the
old version and others running the new one. Currently a transition between 1Pv4
and IPv6 is going on, has already taken years, and is by no means close to being
finished (Durand, 2001; Wiljakka, 2002; and Waddington and Chang, 2002).
Some people even think it will never happen (Weiser, 2001). As an aside on
numbering, IPv5 was an experimental real-time stream protocol that was never
widely used.

Since the header length is not constant, a field in the header, /HL, is provided
to tell how long the header is, in 32-bit words. The minimum value is 5, which
applies when no options are present. The maximum value of this 4-bit field is 15,
which limits the header to 60 bytes, and thus the Options field to 40 bytes. For
some options, such as one that records the route a packet has taken, 40 bytes is far
too small, making that option useless.

The Type of service field is one of the few fields that has changed its meaning
(slightly) over the years. It was and is still intended to distinguish between dif-
ferent classes of service. Various combinations of reliability and speed are possi-
ble. For digitized voice, fast delivery beats accurate delivery. For file transfer,
error-free transmission is more important than fast transmission.

Originally, the 6-bit field contained (from left to right), a three-bit Precedence
field and three flags, D, T, and R. The Precedence field was a priority, from 0
(normal) to 7 (network control packet). The three flag bits allowed the host to
specify what it cared most about from the set {Delay, Throughput, Reliability}.
In theory, these fields allow routers to make choices between, for example, a sat-
ellite link with high throughput and high delay or aleased line with low throughput
and low delay. In practice, current routers often ignore the Type of service field
altogether.

Eventually, IETF threw in the towel and changed the field slightly to accom-
modate differentiated services. Six of the bits are used to indicate which of the
service classes discussed earlier each packet belongs to. These classes include the
four queueing priorities, three discard probabilities, and the historical classes.

The Total length includes everything in the datagram—both header and data.
The maximum length is 65,535 bytes. At present, this upper limit is tolerable, but
with future gigabit networks, larger datagrams may be needed.

The Identification field is needed to allow the destination host to determine
which datagram a newly arrived fragment belongs to. All the fragments of a data-
gram contain the same Identification value.

Next comes an unused bit and then two 1-bit fields. DF stands for Don’t
Fragment. It is an order to the routers not to fragment the datagram because the
destination is incapable of putting the pieces back together again. For example,
when a computer boots, its ROM might ask for a memory image to be sent to it as
a single datagram. By marking the datagram with the DF bit, the sender knows it
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will arrive in one piece, even if this means that the datagram must avoid a small-
packet network on the best path and take a suboptimal route. All machines are
required to accept fragments of 576 bytes or less.

MF stands for More Fragments. All fragments except the last one have this
bit set. It is needed to know when all fragments of a datagram have arrived.

The Fragment offset tells where in the current datagram this fragment be-
longs. All fragments except the last one in a datagram must be a multiple of 8
bytes, the elementary fragment unit. Since 13 bits are provided, there is a max-
imum of 8192 fragments per datagram, giving a maximum datagram length of
65,536 bytes, one more than the Total length field.

The Time to live field is a counter used to limit packet lifetimes. It is sup-
posed to count time in seconds, allowing a maximum lifetime of 255 sec. It must
be decremented on each hop and is supposed to be decremented multiple times
when queued for a long time in a router. In practice, it just counts hops. When it
hits zero, the packet is discarded and a warning packet is sent back to the source
host. This feature prevents datagrams from wandering around forever, something
that otherwise might happen if the routing tables ever become corrupted.

When the network layer has assembled a complete datagram, it needs to know
what to do with it. The Protocol field tells it which transport process to give it to.
TCP is one possibility, but so are UDP and some others. The numbering of proto-
cols is global across the entire Internet. Protocols and other assigned numbers
were formerly listed in RFC 1700, but nowadays they are contained in an on-line
data base located at www.iana.org.

The Header checksum verifies the header only. Such a checksum is useful for
detecting errors generated by bad memory words inside a router. The algorithm is
to add up all the 16-bit halfwords as they arrive, using one’s complement arith-
metic and then take the one’s complement of the result. For purposes of this algo-
rithm, the Header checksum is assumed to be zero upon arrival. This algorithm is
more robust than using a normal add. Note that the Header checksum must be
recomputed at each hop because at least one field always changes (the Time fo
live field), but tricks can be used to speed up the computation.

The Source address and Destination address indicate the network number and
host number. We will discuss Internet addresses in the next section. The Options
field was designed to provide an escape to allow subsequent versions of the proto-
col to include information not present in the original design, to permit experi-
menters to try out new ideas, and to avoid allocating header bits to information
that is rarely needed. The options are variable length. Each begins with a 1-byte
code identifying the option. Some options are followed by a 1-byte option length
field, and then one or more data bytes. The Options field is padded out to a multi-
ple of four bytes. Originally, five options were defined, as listed in Fig. 5-54, but
since then some new ones have been added. The current complete list is now
maintained on-line at www.iana.org/assignments/ip-parameters.

The Security option tells how secret the information is. In theory, a military
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Option Description
Security Specifies how secret the datagram is

Strict source routing Gives the complete path to be followed

Loose source routing | Gives a list of routers not to be missed

Record route Makes each router append its IP address

Timestamp Makes each router append its address and timestamp

Figure 5-54. Some of the IP options.

router might use this field to specify not to route through certain countries the mil-
itary considers to be “bad guys.” In practice, all routers ignore it, so its only prac-
tical function is to help spies find the good stuff more easily.

The Strict source routing option gives the complete path from source to desti-
nation as a sequence of IP addresses. The datagram is required to follow that
exact route. It is most useful for system managers to send emergency packets
when the routing tables are corrupted, or for making timing measurements.

The Loose source routing option requires the packet to traverse the list of
routers specified, and in the order specified, but it is allowed to pass through other
routers on the way. Normally, this option would only provide a few routers, to
force a particular path. For example, to force a packet from London to Sydney to
go west instead of east, this option might specify routers in New York, Los
Angeles, and Honolulu. This option is most useful when political or economic
considerations dictate passing through or avoiding certain countries.

The Record route option tells the routers along the path to append their IP
address to the option field. This allows system managers to track down bugs in
the routing algorithms (“Why are packets from Houston to Dallas visiting Tokyo
first?”’). When the ARPANET was first set up, no packet ever passed through
more than nine routers, so 40 bytes of option was ample. As mentioned above,
now it is too small.

Finally, the Timestamp option is like the Record route option, except that in
addition to recording its 32-bit IP address, each router also records a 32-bit time-
stamp. This option, too, is mostly for debugging routing algorithms.

5.6.2 IP Addresses

Every host and router on the Internet has an IP address, which encodes its net-
work number and host number. The combination is unique: in principle, no two
machines on the Internet have the same IP address. All IP addresses are 32 bits
long and are used in the Source address and Destination address fields of IP pack-
ets. It is important to note that an IP address does not actually refer to a host. It
really refers to a network interface, so if a host is on two networks, it must have
two IP addresses. However, in practice, most hosts are on one network and thus
have one IP address.
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For several decades, IP addresses were divided into the five categories listed
in Fig. 5-55. This allocation has come to be called classful addressing. It is no
longer used, but references to it in the literature are still common. We will dis-
cuss the replacement of classful addressing shortly.

32 Bits
|"""'"""'l"""'"""'lRangeofhost
Class addresses
1.0.0.0to
A |0 Network Host 127.255.255.255
B |10 Network Host 101 056,255,255
192.0.0.0 t
c | 110 Network Host 223,(2)50592505.255
224.0.0.0 to
D 1110 Multicast address 239.255.255.255
240.0.0.0 t
E 1111 Reserved for future use 252.(2)505?2505.255

Figure 5-55. IP address formats.

The class A, B, C, and D formats allow for up to 128 networks with 16 mil-
lion hosts each, 16,384 networks with up to 64K hosts, and 2 million networks
(e.g., LANSs) with up to 256 hosts each (although a few of these are special). Also
supported is multicast, in which a datagram is directed to multiple hosts.
Addresses beginning with 1111 are reserved for future use. Over 500,000 net-
works are now connected to the Internet, and the number grows every year. Net-
work numbers are managed by a nonprofit corporation called ICANN (Internet
Corporation for Assigned Names and Numbers) to avoid conflicts. In turn,
ICANN has delegated parts of the address space to various regional authorities,
which then dole out IP addresses to ISPs and other companies.

Network addresses, which are 32-bit numbers, are usually written in dotted
decimal notation. In this format, each of the 4 bytes is written in decimal, from O
to 255. For example, the 32-bit hexadecimal address C0290614 is written as
192.41.6.20. The lowest IP address is 0.0.0.0 and the highest is 255.255.255.255.

The values 0 and —1 (all 1s) have special meanings, as shown in Fig. 5-56.
The value 0 means this network or this host. The value of —1 is used as a broad-
cast address to mean all hosts on the indicated network.

The IP address 0.0.0.0 is used by hosts when they are being booted. IP
addresses with 0 as network number refer to the current network. These addresses
allow machines to refer to their own network without knowing its number (but
they have to know its class to know how many Os to include). The address con-
sisting of all 1s allows broadcasting on the local network, typically a LAN. The
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000000000000000000000000000O0O0 0O O ]|This host

00 A 00 Host A host on this network

Broadcast on the

1111111111111 1111111111111111111
local network

Broadcast on a

Network 1111 s 1111 | Gistant network

127 (Anything) Loopback

Figure 5-56. Special IP addresses.

addresses with a proper network number and all 1s in the host field allow ma-
chines to send broadcast packets to distant LANs anywhere in the Internet
(although many network administrators disable this feature). Finally, all ad-
dresses of the form 127.xx.yy.zz are reserved for loopback testing. Packets sent to
that address are not put out onto the wire; they are processed locally and treated as
incoming packets. This allows packets to be sent to the local network without the
sender knowing its number.

Subnets

As we have seen, all the hosts in a network must have the same network
number. This property of IP addressing can cause problems as networks grow.
For example, consider a university that started out with one class B network used
by the Computer Science Dept. for the computers on its Ethernet. A year later,
the Electrical Engineering Dept. wanted to get on the Internet, so they bought a
repeater to extend the CS Ethernet to their building. As time went on, many other
departments acquired computers and the limit of four repeaters per Ethernet was
quickly reached. A different organization was required.

Getting a second network address would be hard to do since network addres-
ses are scarce and the university already had enough addresses for over 60,000
hosts. The problem is the rule that a single class A, B, or C address refers to one
network, not to a collection of LANs. As more and more organizations ran into
this situation, a small change was made to the addressing system to deal with it.

The solution is to allow a network to be split into several parts for internal use
but still act like a single network to the outside world. A typical campus network
nowadays might look like that of Fig. 5-57, with a main router connected to an
ISP or regional network and numerous Ethernets spread around campus in dif-
ferent departments. Each of the Ethernets has its own router connected to the
main router (possibly via a backbone LAN, but the nature of the interrouter con-
nection is not relevant here).
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Figure 5-57. A campus network consisting of LANs for various departments.

In the Internet literature, the parts of the network (in this case, Ethernets) are
called subnets. As we mentioned in Chap. 1, this usage conflicts with “subnet”
to mean the set of all routers and communication lines in a network. Hopefully, it
will be clear from the context which meaning is intended. In this section and the
next one, the new definition will be the one used exclusively.

When a packet comes into the main router, how does it know which subnet
(Ethernet) to give it to? One way would be to have a table with 65,536 entries in
the main router telling which router to use for each host on campus. This idea
would work, but it would require a very large table in the main router and a lot of
manual maintenance as hosts were added, moved, or taken out of service.

Instead, a different scheme was invented. Basically, instead of having a sin-
gle class B address with 14 bits for the network number and 16 bits for the host
number, some bits are taken away from the host number to create a subnet
number. For example, if the university has 35 departments, it could use a 6-bit
subnet number and a 10-bit host number, allowing for up to 64 Ethernets, each
with a maximum of 1022 hosts (0 and —1 are not available, as mentioned earlier).
This split could be changed later if it turns out to be the wrong one.

To implement subnetting, the main router needs a subnet mask that indicates
the split between network + subnet number and host, as shown in Fig. 5-58. Sub-
net masks are also written in dotted decimal notation, with the addition of a slash
followed by the number of bits in the network + subnet part. For the example of
Fig. 5-58, the subnet mask can be written as 255.255.252.0. An alternative nota-
tion is /22 to indicate that the subnet mask is 22 bits long.

Outside the network, the subnetting is not visible, so allocating a new subnet
does not require contacting ICANN or changing any external databases. In this
example, the first subnet might use IP addresses starting at 130.50.4.1; the second
subnet might start at 130.50.8.1; the third subnet might start at 130.50.12.1; and so
on. To see why the subnets are counting by fours, note that the corresponding
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32 Bits

Subnet 10 Network Subnet Host

mask 1111111111111 1111111110000000000
Figure 5-58. A class B network subnetted into 64 subnets.

binary addresses are as follows:

Subnet 1: 10000010 00110010 000001/00 00000001
Subnet 2: 10000010 00110010 000010100 00000001
Subnet 3: 10000010 00110010 000011/00 00000001

Here the vertical bar (I) shows the boundary between the subnet number and the
host number. To its left is the 6-bit subnet number; to its right is the 10-bit host
number.

To see how subnets work, it is necessary to explain how IP packets are proc-
essed at a router. Each router has a table listing some number of (network, 0) IP
addresses and some number of (this-network, host) IP addresses. The first kind
tells how to get to distant networks. The second kind tells how to get to local
hosts. Associated with each table is the network interface to use to reach the des-
tination, and certain other information.

When an IP packet arrives, its destination address is looked up in the routing
table. If the packet is for a distant network, it is forwarded to the next router on
the interface given in the table. If it is a local host (e.g., on the router’s LAN), it
is sent directly to the destination. If the network is not present, the packet is for-
warded to a default router with more extensive tables. This algorithm means that
each router only has to keep track of other networks and local hosts, not (network,
host) pairs, greatly reducing the size of the routing table.

When subnetting is introduced, the routing tables are changed, adding entries
of the form (this-network, subnet, 0) and (this-network, this-subnet, host). Thus, a
router on subnet k knows how to get to all the other subnets and also how to get to
all the hosts on subnet k. It does not have to know the details about hosts on other
subnets. In fact, all that needs to be changed is to have each router do a Boolean
AND with the network’s subnet mask to get rid of the host number and look up
the resulting address in its tables (after determining which network class it is).
For example, a packet addressed to 130.50.15.6 and arriving at the main router is
ANDed with the subnet mask 255.255.252.0/22 to give the address 130.50.12.0.
This address is looked up in the routing tables to find out which output line to use
to get to the router for subnet 3. Subnetting thus reduces router table space by
creating a three-level hierarchy consisting of network, subnet, and host.



SEC. 5.6 THE NETWORK LAYER IN THE INTERNET 441
CIDR—Classless InterDomain Routing

IP has been in heavy use for decades. It has worked extremely well, as
demonstrated by the exponential growth of the Internet. Unfortunately, IP is
rapidly becoming a victim of its own popularity: it is running out of addresses.
This looming disaster has sparked a great deal of discussion and controversy
within the Internet community about what to do about it. In this section we will
describe both the problem and several proposed solutions.

Back in 1987, a few visionaries predicted that some day the Internet might
grow to 100,000 networks. Most experts pooh-poohed this as being decades in
the future, if ever. The 100,000th network was connected in 1996. The problem,
as mentioned above, is that the Internet is rapidly running out of IP addresses. In
principle, over 2 billion addresses exist, but the practice of organizing the address
space by classes (see Fig. 5-55) wastes millions of them. In particular, the real
villain is the class B network. For most organizations, a class A network, with 16
million addresses is too big, and a class C network, with 256 addresses is too
small. A class B network, with 65,536, is just right. In Internet folklore, this
situation is known as the three bears problem (as in Goldilocks and the Three
Bears).

In reality, a class B address is far too large for most organizations. Studies
have shown that more than half of all class B networks have fewer than 50 hosts.
A class C network would have done the job, but no doubt every organization that
asked for a class B address thought that one day it would outgrow the 8-bit host
field. In retrospect, it might have been better to have had class C networks use 10
bits instead of eight for the host number, allowing 1022 hosts per network. Had
this been the case, most organizations would have probably settled for a class C
network, and there would have been half a million of them (versus only 16,384
class B networks).

It is hard to fault the Internet designers for not having provided more (and
smaller) class B addresses. At the time the decision was made to create the three
classes, the Internet was a research network connecting the major research univer-
sities in the U.S. (plus a very small number of companies and military sites doing
networking research). No one then perceived the Internet as becoming a mass
market communication system rivaling the telephone network. At the time, some-
one no doubt said: “The U.S. has about 2000 colleges and universities. Even if
all of them connect to the Internet and many universities in other countries join,
too, we are never going to hit 16,000 since there are not that many universities in
the whole world. Furthermore, having the host number be an integral number of
bytes speeds up packet processing.”’

However, if the split had allocated 20 bits to the class B network number,
another problem would have emerged: the routing table explosion. From the point
of view of the routers, the IP address space is a two-level hierarchy, with network
numbers and host numbers. Routers do not have to know about all the hosts, but
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they do have to know about all the networks. If half a million class C networks
were in use, every router in the entire Internet would need a table with half a mil-
lion entries, one per network, telling which line to use to get to that network, as
well as providing other information.

The actual physical storage of half a million entry tables is probably doable,
although expensive for critical routers that keep the tables in static RAM on I/O
boards. A more serious problem is that the complexity of various algorithms
relating to management of the tables grows faster than linear. Worse yet, much of
the existing router software and firmware was designed at a time when the Inter-
net had 1000 connected networks and 10,000 networks seemed decades away.
Design choices made then often are far from optimal now.

In addition, various routing algorithms require each router to transmit its
tables periodically (e.g., distance vector protocols). The larger the tables, the
more likely it is that some parts will get lost underway, leading to incomplete data
at the other end and possibly routing instabilities.

The routing table problem could have been solved by going to a deeper hierar-
chy. For example, having each IP address contain a country, state/province, city,
network, and host field might work. Then each router would only need to know
how to get to each country, the states or provinces in its own country, the cities in
its state or province, and the networks in its city. Unfortunately, this solution
would require considerably more than 32 bits for IP addresses and would use
addresses inefficiently (Liechtenstein would have as many bits as the United
States).

In short, some solutions solve one problem but create a new one. The solution
that was implemented and that gave the Internet a bit of extra breathing room is
CIDR (Classless InterDomain Routing). The basic idea behind CIDR, which is
described in RFC 1519, is to allocate the remaining IP addresses in variable-sized
blocks, without regard to the classes. If a site needs, say, 2000 addresses, it is
given a block of 2048 addresses on a 2048-byte boundary.

Dropping the classes makes forwarding more complicated. In the old classful
system, forwarding worked like this. When a packet arrived at a router, a copy of
the IP address was shifted right 28 bits to yield a 4-bit class number. A 16-way
branch then sorted packets into A, B, C, and D (if supported), with eight of the
cases for class A, four of the cases for class B, two of the cases for class C, and
one each for D and E. The code for each class then masked off the 8-, 16-, or 24-
bit network number and right aligned it in a 32-bit word. The network number
was then looked up in the A, B, or C table, usually by indexing for A and B net-
works and hashing for C networks. Once the entry was found, the outgoing line
could be looked up and the packet forwarded.

With CIDR, this simple algorithm no longer works. Instead, each routing
table entry is extended by giving it a 32-bit mask. Thus, there is now a single
routing table for all networks consisting of an array of (IP address, subnet mask,
outgoing line) triples. When a packet comes in, its destination IP address is first
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extracted. Then (conceptually) the routing table is scanned entry by entry, mask-
ing the destination address and comparing it to the table entry looking for a match.
It is possible that multiple entries (with different subnet mask lengths) match, in
which case the longest mask is used. Thus, if there is a match for a /20 mask and
a /24 mask, the /24 entry is used.

Complex algorithms have been devised to speed up the address matching pro-
cess (Ruiz-Sanchez et al., 2001). Commercial routers use custom VLSI chips
with these algorithms embedded in hardware.

To make the forwarding algorithm easier to understand, let us consider an ex-
ample in which millions of addresses are available starting at 194.24.0.0. Suppose
that Cambridge University needs 2048 addresses and is assigned the addresses
194.24.0.0 through 194.24.7.255, along with mask 255.255.248.0. Next, Oxford
University asks for 4096 addresses. Since a block of 4096 addresses must lie on a
4096-byte boundary, they cannot be given addresses starting at 194.24.8.0. In-
stead, they get 194.24.16.0 through 194.24.31.255 along with subnet mask
255.255.240.0. Now the University of Edinburgh asks for 1024 addresses and is
assigned addresses 194.24.8.0 through 194.24.11.255 and mask 255.255.252.0.
These assignments are summarized in Fig. 5-59.

University | First address| Last address | How many | Written as
Cambridge | 194.24.0.0 194.24.7.255 2048 194.24.0.0/21
Edinburgh 194.24.8.0 194.24.11.255 1024 194.24.8.0/22
(Available) | 194.24.12.0 194.24.15.255 1024 194.24.12/22
Oxford 194.24.16.0 194.24.31.255 4096 194.24.16.0/20

Figure 5-59. A set of IP address assignments.

The routing tables all over the world are now updated with the three assigned
entries. Each entry contains a base address and a subnet mask. These entries (in
binary) are:

Address
C: 11000010 00011000 00000000 00000000
E: 11000010 00011000 00001000 00000000
O: 11000010 00011000 00010000 00000000

Mask

11111111 11111111 11111000 00000000
11111111 11111111 11111100 00000000
11111111 11111111 11110000 00000000

Now consider what happens when a packet comes in addressed to 194.24.17.4,
which in binary is represented as the following 32-bit string

11000010 00011000 00010001 00000100
First it is Boolean ANDed with the Cambridge mask to get
11000010 00011000 00010000 00000000

This value does not match the Cambridge base address, so the original address is
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next ANDed with the Edinburgh mask to get
11000010 00011000 00010000 00000000

This value does not match the Edinburgh base address, so Oxford is tried next,
yielding

11000010 00011000 00010000 00000000

This value does match the Oxford base. If no longer matches are found farther
down the table, the Oxford entry is used and the packet is sent along the line
named in it.

Now let us look at these three universities from the point of view of a router
in Omaha, Nebraska, that has only four outgoing lines: Minneapolis, New York,
Dallas, and Denver. When the router software there gets the three new entries, it
notices that it can combine all three entries into a single aggregate entry
194.24.0.0/19 with a binary address and submask as follows:

11000010 0000000 00000000 00000000 11111111 11111111 11100000 00000000

This entry sends all packets destined for any of the three universities to New
York. By aggregating the three entries, the Omaha router has reduced its table
size by two entries.

If New York has a single line to London for all U.K. traffic, it can use an
aggregated entry as well. However, if it has separate lines for London and Edin-
burgh, then it has to have three separate entries. Aggregation is heavily used
throughout the Internet to reduce the size of the router tables.

As a final note on this example, the aggregate route entry in Omaha also sends
packets for the unassigned addresses to New York. As long as the addresses are
truly unassigned, this does not matter because they are not supposed to occur.
However, if they are later assigned to a company in California, an additional
entry, 194.24.12.0/22, will be needed to deal with them.

NAT—Network Address Translation

IP addresses are scarce. An ISP might have a /16 (formerly class B) address,
giving it 65,534 host numbers. If it has more customers than that, it has a prob-
lem. For home customers with dial-up connections, one way around the problem
is to dynamically assign an IP address to a computer when it calls up and logs in
and take the IP address back when the session ends. In this way, a single /16
address can handle up to 65,534 active users, which is probably good enough for
an ISP with several hundred thousand customers. When the session is terminated,
the IP address is reassigned to another caller. While this strategy works well for
an ISP with a moderate number of home users, it fails for ISPs that primarily
serve business customers.

The problem is that business customers expect to be on-line continuously
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during business hours. Both small businesses, such as three-person travel agen-
cies, and large corporations have multiple computers connected by a LAN. Some
computers are employee PCs; others may be Web servers. Generally, there is a
router on the LAN that is connected to the ISP by a leased line to provide continu-
ous connectivity. This arrangement means that each computer must have its own
IP address all day long. In effect, the total number of computers owned by all its
business customers combined cannot exceed the number of IP addresses the ISP
has. For a /16 address, this limits the total number of computers to 65,534. For
an ISP with tens of thousands of business customers, this limit will quickly be
exceeded.

To make matters worse, more and more home users are subscribing to ADSL
or Internet over cable. Two of the features of these services are (1) the user gets a
permanent IP address and (2) there is no connect charge (just a monthly flat rate
charge), so many ADSL and cable users just stay logged in permanently. This
development just adds to the shortage of IP addresses. Assigning IP addresses
on-the-fly as is done with dial-up users is of no use because the number of IP
addresses in use at any one instant may be many times the number the ISP owns.

And just to make it a bit more complicated, many ADSL and cable users have
two or more computers at home, often one for each family member, and they all
want to be on-line all the time using the single IP address their ISP has given
them. The solution here is to connect all the PCs via a LAN and put a router on it.
From the ISP’s point of view, the family is now the same as a small business with
a handful of computers. Welcome to Jones, Inc.

The problem of running out of IP addresses is not a theoretical problem that
might occur at some point in the distant future. It is happening right here and
right now. The long-term solution is for the whole Internet to migrate to IPv6,
which has 128-bit addresses. This transition is slowly occurring, but it will be
years before the process is complete. As a consequence, some people felt that a
quick fix was needed for the short term. This quick fix came in the form of NAT
(Network Address Translation), which is described in RFC 3022 and which we
will summarize below. For additional information, see (Dutcher, 2001).

The basic idea behind NAT is to assign each company a single IP address (or
at most, a small number of them) for Internet traffic. Within the company, every
computer gets a unique IP address, which is used for routing intramural traffic.
However, when a packet exits the company and goes to the ISP, an address trans-
lation takes place. To make this scheme possible, three ranges of IP addresses
have been declared as private. Companies may use them internally as they wish.
The only rule is that no packets containing these addresses may appear on the
Internet itself. The three reserved ranges are:

10.0.0.0 —10.255.255.255/8 (16,777,216 hosts)
172.16.0.0 —172.31.255.255/12 (1,048,576 hosts)
192.168.0.0 — 192.168.255.255/16 (65,536 hosts)
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The first range provides for 16,777,216 addresses (except for 0 and —1, as usual)
and is the usual choice of most companies, even if they do not need so many ad-
dresses.

The operation of NAT is shown in Fig. 5-60. Within the company premises,
every machine has a unique address of the form 10.x.y.z. However, when a packet
leaves the company premises, it passes through a NAT box that converts the
internal IP source address, 10.0.0.1 in the figure, to the company’s true IP address,
198.60.42.12 in this example. The NAT box is often combined in a single device
with a firewall, which provides security by carefully controlling what goes into
the company and what comes out. We will study firewalls in Chap. 8. It is also
possible to integrate the NAT box into the company’s router.

Packet before

Company translation
LAN
Packet after
/ translation
»(198.60.42.12
Company \ \
router
NAT Leased ISP's
box/firewall line router

Boundary of company premises

Figure 5-60. Placement and operation of a NAT box.

So far we have glossed over one tiny little detail: when the reply comes back
(e.g., from a Web server), it is naturally addressed to 198.60.42.12, so how does
the NAT box know which address to replace it with? Herein lies the problem
with NAT. If there were a spare field in the IP header, that field could be used to
keep track of who the real sender was, but only 1 bit is still unused. In principle, a
new option could be created to hold the true source address, but doing so would
require changing the IP code on all the machines on the entire Internet to handle
the new option. This is not a promising alternative for a quick fix.

What actually happened is as follows. The NAT designers observed that most
IP packets carry either TCP or UDP payloads. When we study TCP and UDP in
Chap. 6, we will see that both of these have headers containing a source port and a
destination port. Below we will just discuss TCP ports, but exactly the same story
holds for UDP ports. The ports are 16-bit integers that indicate where the TCP
connection begins and ends. These ports provide the field needed to make NAT
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work.

When a process wants to establish a TCP connection with a remote process, it
attaches itself to an unused TCP port on its own machine. This is called the
source port and tells the TCP code where to send incoming packets belonging to
this connection. The process also supplies a destination port to tell who to give
the packets to on the remote side. Ports 0-1023 are reserved for well-known ser-
vices. For example, port 80 is the port used by Web servers, so remote clients can
locate them. Each outgoing TCP message contains both a source port and a desti-
nation port. Together, these ports serve to identify the processes using the con-
nection on both ends.

An analogy may make the use of ports clearer. Imagine a company with a
single main telephone number. When people call the main number, they reach an
operator who asks which extension they want and then puts them through to that
extension. The main number is analogous to the company’s IP address and the
extensions on both ends are analogous to the ports. Ports are an extra 16-bits of
addressing that identify which process gets which incoming packet.

Using the Source port field, we can solve our mapping problem. Whenever
an outgoing packet enters the NAT box, the 10.x.y.z source address is replaced by
the company’s true IP address. In addition, the TCP Source port field is replaced
by an index into the NAT box’s 65,536-entry translation table. This table entry
contains the original IP address and the original source port. Finally, both the IP
and TCP header checksums are recomputed and inserted into the packet. It is
necessary to replace the Source port because connections from machines 10.0.0.1
and 10.0.0.2 may both happen to use port 5000, for example, so the Source port
alone is not enough to identify the sending process.

When a packet arrives at the NAT box from the ISP, the Source port in the
TCP header is extracted and used as an index into the NAT box’s mapping table.
From the entry located, the internal IP address and original TCP Source port are
extracted and inserted into the packet. Then both the IP and TCP checksums are
recomputed and inserted into the packet. The packet is then passed to the com-
pany router for normal delivery using the 10.x.y.z address.

NAT can also be used to alleviate the IP shortage for ADSL and cable users.
When the ISP assigns each user an address, it uses 10.x.y.z addresses. When
packets from user machines exit the ISP and enter the main Internet, they pass
through a NAT box that translates them to the ISP’s true Internet address. On the
way back, packets undergo the reverse mapping. In this respect, to the rest of the
Internet, the ISP and its home ADSL/cable users just looks like a big company.

Although this scheme sort of solves the problem, many people in the IP com-
munity regard it as an abomination-on-the-face-of-the-earth. Briefly summarized,
here are some of the objections. First, NAT violates the architectural model of IP,
which states that every IP address uniquely identifies a single machine worldwide.
The whole software structure of the Internet is built on this fact. With NAT,
thousands of machines may (and do) use address 10.0.0.1.
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Second, NAT changes the Internet from a connectionless network to a kind of
connection-oriented network. The problem is that the NAT box must maintain
information (the mapping) for each connection passing through it. Having the
network maintain connection state is a property of connection-oriented networks,
not connectionless ones. If the NAT box crashes and its mapping table is lost, all
its TCP connections are destroyed. In the absence of NAT, router crashes have no
effect on TCP. The sending process just times out within a few seconds and
retransmits all unacknowledged packets. With NAT, the Internet becomes as
vulnerable as a circuit-switched network.

Third, NAT violates the most fundamental rule of protocol layering: layer k
may not make any assumptions about what layer k + 1 has put into the payload
field. This basic principle is there to keep the layers independent. If TCP is later
upgraded to TCP-2, with a different header layout (e.g., 32-bit ports), NAT will
fail. The whole idea of layered protocols is to ensure that changes in one layer do
not require changes in other layers. NAT destroys this independence.

Fourth, processes on the Internet are not required to use TCP or UDP. If a
user on machine A decides to use some new transport protocol to talk to a user on
machine B (for example, for a multimedia application), introduction of a NAT box
will cause the application to fail because the NAT box will not be able to locate
the TCP Source port correctly.

Fifth, some applications insert IP addresses in the body of the text. The
receiver then extracts these addresses and uses them. Since NAT knows nothing
about these addresses, it cannot replace them, so any attempt to use them on the
remote side will fail. FTP, the standard File Transfer Protocol works this way
and can fail in the presence of NAT unless special precautions are taken. Simi-
larly, the H.323 Internet telephony protocol (which we will study in Chap. 7) has
this property and can fail in the presence of NAT. It may be possible to patch
NAT to work with H.323, but having to patch the code in the NAT box every time
a new application comes along is not a good idea.

Sixth, since the TCP Source port field is 16 bits, at most 65,536 machines can
be mapped onto an IP address. Actually, the number is slightly less because the
first 4096 ports are reserved for special uses. However, if multiple IP addresses
are available, each one can handle up to 61,440 machines.

These and other problems with NAT are discussed in RFC 2993. In general,
the opponents of NAT say that by fixing the problem of insufficient IP addresses
with a temporary and ugly hack, the pressure to implement the real solution, that
is, the transition to IPv6, is reduced, and this is a bad thing.

5.6.3 Internet Control Protocols
In addition to IP, which is used for data transfer, the Internet has several con-

trol protocols used in the network layer, including ICMP, ARP, RARP, BOOTP,
and DHCP. In this section we will look at each of these in turn.



SEC. 5.6 THE NETWORK LAYER IN THE INTERNET 449

The Internet Control Message Protocol

The operation of the Internet is monitored closely by the routers. When some-
thing unexpected occurs, the event is reported by the ICMP (Internet Control
Message Protocol), which is also used to test the Internet. About a dozen types
of ICMP messages are defined. The most important ones are listed in Fig. 5-61.
Each ICMP message type is encapsulated in an IP packet.

Message type Description
Destination unreachable | Packet could not be delivered
Time exceeded Time to live field hit O
Parameter problem Invalid header field
Source quench Choke packet
Redirect Teach a router about geography
Echo Ask a machine if it is alive
Echo reply Yes, | am alive
Timestamp request Same as Echo request, but with timestamp
Timestamp reply Same as Echo reply, but with timestamp

Figure 5-61. The principal ICMP message types.

The DESTINATION UNREACHABLE message is used when the subnet or a
router cannot locate the destination or when a packet with the DF bit cannot be
delivered because a “small-packet’” network stands in the way.

The TIME EXCEEDED message is sent when a packet is dropped because its
counter has reached zero. This event is a symptom that packets are looping, that
there is enormous congestion, or that the timer values are being set too low.

The PARAMETER PROBLEM message indicates that an illegal value has been
detected in a header field. This problem indicates a bug in the sending host’s IP
software or possibly in the software of a router transited.

The SOURCE QUENCH message was formerly used to throttle hosts that were
sending too many packets. When a host received this message, it was expected to
slow down. It is rarely used any more because when congestion occurs, these
packets tend to add more fuel to the fire. Congestion control in the Internet is
now done largely in the transport layer; we will study it in detail in Chap. 6.

The REDIRECT message is used when a router notices that a packet seems to
be routed wrong. It is used by the router to tell the sending host about the prob-
able error.

The ECHO and ECHO REPLY messages are used to see if a given destination
is reachable and alive. Upon receiving the ECHO message, the destination is
expected to send an ECHO REPLY message back. The TIMESTAMP REQUEST
and TIMESTAMP REPLY messages are similar, except that the arrival time of the
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message and the departure time of the reply are recorded in the reply. This facil-
ity is used to measure network performance.

In addition to these messages, others have been defined. The on-line list is
now kept at www.iana.org/assignments/icmp-parameters.

ARP—The Address Resolution Protocol

Although every machine on the Internet has one (or more) IP addresses, these
cannot actually be used for sending packets because the data link layer hardware
does not understand Internet addresses. Nowadays, most hosts at companies and
universities are attached to a LAN by an interface board that only understands
LAN addresses. For example, every Ethernet board ever manufactured comes
equipped with a 48-bit Ethernet address. Manufacturers of Ethernet boards re-
quest a block of addresses from a central authority to ensure that no two boards
have the same address (to avoid conflicts should the two boards ever appear on
the same LAN). The boards send and receive frames based on 48-bit Ethernet
addresses. They know nothing at all about 32-bit IP addresses.

The question now arises: How do IP addresses get mapped onto data link lay-
er addresses, such as Ethernet? To explain how this works, let us use the example
of Fig. 5-62, in which a small university with several class C (now called /24) net-
works is illustrated. Here we have two Ethernets, one in the Computer Science
Dept., with IP address 192.31.65.0 and one in Electrical Engineering, with IP
address 192.31.63.0. These are connected by a campus backbone ring (e.g.,
FDDI) with IP address 192.31.60.0. Each machine on an Ethernet has a unique
Ethernet address, labeled E/ through E6, and each machine on the FDDI ring has
an FDDI address, labeled F'I through F3.

CS Router has
2 IP addresses

192.31.60.4 192.31.60.7
192.31.65.1 192.31.63.3
192.31 65 7 192 3$5 5 \ > 192.31.63.8

Ethernet

EE Router has
2 |IP addresses

To WAN

E4 ES E6 addresses
CS Ethernet Campus EE Ethernet
192.31.65.0 FDDI ring 192.31.63.0
192.31.60.0

Figure 5-62. Three interconnected /24 networks: two Ethernets and an FDDI ring.
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Let us start out by seeing how a user on host 1 sends a packet to a user on host
2. Let us assume the sender knows the name of the intended receiver, possibly
something like mary@eagle.cs.uni.edu. The first step is to find the IP address for
host 2, known as eagle.cs.uni.edu. This lookup is performed by the Domain
Name System, which we will study in Chap. 7. For the moment, we will just as-
sume that DNS returns the IP address for host 2 (192.31.65.5).

The upper layer software on host 1 now builds a packet with 192.31.65.5 in
the Destination address field and gives it to the IP software to transmit. The IP
software can look at the address and see that the destination is on its own network,
but it needs some way to find the destination’s Ethernet address. One solution is
to have a configuration file somewhere in the system that maps IP addresses onto
Ethernet addresses. While this solution is certainly possible, for organizations
with thousands of machines, keeping all these files up to date is an error-prone,
time-consuming job.

A better solution is for host 1 to output a broadcast packet onto the Ethernet
asking: Who owns IP address 192.31.65.57 The broadcast will arrive at every
machine on Ethernet 192.31.65.0, and each one will check its IP address. Host 2
alone will respond with its Ethernet address (£2). In this way host 1 learns that IP
address 192.31.65.5 is on the host with Ethernet address E2. The protocol used
for asking this question and getting the reply is called ARP (Address Resolution
Protocol). Almost every machine on the Internet runs it. ARP is defined in RFC
826.

The advantage of using ARP over configuration files is the simplicity. The
system manager does not have to do much except assign each machine an IP ad-
dress and decide about subnet masks. ARP does the rest.

At this point, the IP software on host 1 builds an Ethernet frame addressed to
E2, puts the IP packet (addressed to 192.31.65.5) in the payload field, and dumps
it onto the Ethernet. The Ethernet board of host 2 detects this frame, recognizes it
as a frame for itself, scoops it up, and causes an interrupt. The Ethernet driver
extracts the IP packet from the payload and passes it to the IP software, which
sees that it is correctly addressed and processes it.

Various optimizations are possible to make ARP work more efficiently. To
start with, once a machine has run ARP, it caches the result in case it needs to
contact the same machine shortly. Next time it will find the mapping in its own
cache, thus eliminating the need for a second broadcast. In many cases host 2 will
need to send back a reply, forcing it, too, to run ARP to determine the sender’s
Ethernet address. This ARP broadcast can be avoided by having host 1 include its
IP-to-Ethernet mapping in the ARP packet. When the ARP broadcast arrives at
host 2, the pair (192.31.65.7, E1) is entered into host 2’s ARP cache for future
use. In fact, all machines on the Ethernet can enter this mapping into their ARP
caches.

Yet another optimization is to have every machine broadcast its mapping
when it boots. This broadcast is generally done in the form of an ARP looking for
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its own IP address. There should not be a response, but a side effect of the broad-
cast is to make an entry in everyone’s ARP cache. If a response does (unexpect-
edly) arrive, two machines have been assigned the same IP address. The new one
should inform the system manager and not boot.

To allow mappings to change, for example, when an Ethernet board breaks
and is replaced with a new one (and thus a new Ethernet address), entries in the
ARP cache should time out after a few minutes.

Now let us look at Fig. 5-62 again, only this time host 1 wants to send a
packet to host 4 (192.31.63.8). Using ARP will fail because host 4 will not see
the broadcast (routers do not forward Ethernet-level broadcasts). There are two
solutions. First, the CS router could be configured to respond to ARP requests for
network 192.31.63.0 (and possibly other local networks). In this case, host 1 will
make an ARP cache entry of (192.31.63.8, E3) and happily send all traffic for host
4 to the local router. This solution is called proxy ARP. The second solution is
to have host 1 immediately see that the destination is on a remote network and just
send all such traffic to a default Ethernet address that handles all remote traffic, in
this case E3. This solution does not require having the CS router know which
remote networks it is serving.

Either way, what happens is that host 1 packs the IP packet into the payload
field of an Ethernet frame addressed to £3. When the CS router gets the Ethernet
frame, it removes the IP packet from the payload field and looks up the IP address
in its routing tables. It discovers that packets for network 192.31.63.0 are sup-
posed to go to router 192.31.60.7. If it does not already know the FDDI address
of 192.31.60.7, it broadcasts an ARP packet onto the ring and learns that its ring
address is F3. It then inserts the packet into the payload field of an FDDI frame
addressed to F3 and puts it on the ring.

At the EE router, the FDDI driver removes the packet from the payload field
and gives it to the IP software, which sees that it needs to send the packet to
192.31.63.8. If this IP address is not in its ARP cache, it broadcasts an ARP
request on the EE Ethernet and learns that the destination address is E6, so it
builds an Ethernet frame addressed to E6, puts the packet in the payload field, and
sends it over the Ethernet. When the Ethernet frame arrives at host 4, the packet
is extracted from the frame and passed to the IP software for processing.

Going from host 1 to a distant network over a WAN works essentially the
same way, except that this time the CS router’s tables tell it to use the WAN
router whose FDDI address is F2.

RARP, BOOTP, and DHCP

ARP solves the problem of finding out which Ethernet address corresponds to
a given IP address. Sometimes the reverse problem has to be solved: Given an
Ethernet address, what is the corresponding IP address? In particular, this prob-
lem occurs when a diskless workstation is booted. Such a machine will normally
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get the binary image of its operating system from a remote file server. But how
does it learn its IP address?

The first solution devised was to use RARP (Reverse Address Resolution
Protocol) (defined in RFC 903). This protocol allows a newly-booted worksta-
tion to broadcast its Ethernet address and say: My 48-bit Ethernet address is
14.04.05.18.01.25. Does anyone out there know my IP address? The RARP
server sees this request, looks up the Ethernet address in its configuration files,
and sends back the corresponding IP address.

Using RARP is better than embedding an IP address in the memory image be-
cause it allows the same image to be used on all machines. If the IP address were
buried inside the image, each workstation would need its own image.

A disadvantage of RARP is that it uses a destination address of all 1s (limited
broadcasting) to reach the RARP server. However, such broadcasts are not for-
warded by routers, so a RARP server is needed on each network. To get around
this problem, an alternative bootstrap protocol called BOOTP was invented.
Unlike RARP, BOOTP uses UDP messages, which are forwarded over routers. It
also provides a diskless workstation with additional information, including the IP
address of the file server holding the memory image, the IP address of the default
router, and the subnet mask to use. BOOTP is described in RFCs 951, 1048, and
1084.

A serious problem with BOOTP is that it requires manual configuration of ta-
bles mapping IP address to Ethernet address. When a new host is added to a
LAN, it cannot use BOOTP until an administrator has assigned it an IP address
and entered its (Ethernet address, IP address) into the BOOTP configuration
tables by hand. To eliminate this error-prone step, BOOTP was extended and
given a new name: DHCP (Dynamic Host Configuration Protocol). DHCP
allows both manual IP address assignment and automatic assignment. It is
described in RFCs 2131 and 2132. In most systems, it has largely replaced RARP
and BOOTP.

Like RARP and BOOTP, DHCP is based on the idea of a special server that
assigns IP addresses to hosts asking for one. This server need not be on the same
LAN as the requesting host. Since the DHCP server may not be reachable by
broadcasting, a DHCP relay agent is needed on each LAN, as shown in Fig. 5-
63.

To find its IP address, a newly-booted machine broadcasts a DHCP DIS-
COVER packet. The DHCP relay agent on its LAN intercepts all DHCP broad-
casts. When it finds a DHCP DISCOVER packet, it sends the packet as a unicast
packet to the DHCP server, possibly on a distant network. The only piece of
information the relay agent needs is the IP address of the DHCP server.

An issue that arises with automatic assignment of IP addresses from a pool is
how long an IP address should be allocated. If a host leaves the network and does
not return its IP address to the DHCP server, that address will be permanently
lost. After a period of time, many addresses may be lost. To prevent that from
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Figure 5-63. Operation of DHCP.

happening, IP address assignment may be for a fixed period of time, a technique
called leasing. Just before the lease expires, the host must ask the DHCP for a
renewal. If it fails to make a request or the request is denied, the host may no
longer use the IP address it was given earlier.

5.6.4 OSPF—The Interior Gateway Routing Protocol

We have now finished our study of Internet control protocols. It is time to
move on the next topic: routing in the Internet. As we mentioned earlier, the In-
ternet is made up of a large number of autonomous systems. Each AS is operated
by a different organization and can use its own routing algorithm inside. For
example, the internal networks of companies X, Y, and Z are usually seen as three
ASes if all three are on the Internet. All three may use different routing algo-
rithms internally. Nevertheless, having standards, even for internal routing, sim-
plifies the implementation at the boundaries between ASes and allows reuse of
code. In this section we will study routing within an AS. In the next one, we will
look at routing between ASes. A routing algorithm within an AS is called an
interior gateway protocol; an algorithm for routing between ASes is called an
exterior gateway protocol.

The original Internet interior gateway protocol was a distance vector protocol
(RIP) based on the Bellman-Ford algorithm inherited from the ARPANET. It
worked well in small systems, but less well as ASes got larger. It also suffered
from the count-to-infinity problem and generally slow convergence, so it was
replaced in May 1979 by a link state protocol. In 1988, the Internet Engineering
Task Force began work on a successor. That successor, called OSPF (Open
Shortest Path First), became a standard in 1990. Most router vendors now sup-
port it, and it has become the main interior gateway protocol. Below we will give
a sketch of how OSPF works. For the complete story, see RFC 2328.

Given the long experience with other routing protocols, the group designing
the new protocol had a long list of requirements that had to be met. First, the
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algorithm had to be published in the open literature, hence the “O” in OSPF. A
proprietary solution owned by one company would not do. Second, the new pro-
tocol had to support a variety of distance metrics, including physical distance,
delay, and so on. Third, it had to be a dynamic algorithm, one that adapted to
changes in the topology automatically and quickly.

Fourth, and new for OSPF, it had to support routing based on type of service.
The new protocol had to be able to route real-time traffic one way and other
traffic a different way. The IP protocol has a Type of Service field, but no existing
routing protocol used it. This field was included in OSPF but still nobody used it,
and it was eventually removed.

Fifth, and related to the above, the new protocol had to do load balancing,
splitting the load over multiple lines. Most previous protocols sent all packets
over the best route. The second-best route was not used at all. In many cases,
splitting the load over multiple lines gives better performance.

Sixth, support for hierarchical systems was needed. By 1988, the Internet had
grown so large that no router could be expected to know the entire topology. The
new routing protocol had to be designed so that no router would have to.

Seventh, some modicum of security was required to prevent fun-loving stu-
dents from spoofing routers by sending them false routing information. Finally,
provision was needed for dealing with routers that were connected to the Internet
via a tunnel. Previous protocols did not handle this well.

OSPF supports three kinds of connections and networks:

1. Point-to-point lines between exactly two routers.
2. Multiaccess networks with broadcasting (e.g., most LANSs).

3. Multiaccess networks without broadcasting (e.g., most packet-
switched WANSs).

A multiaccess network is one that can have multiple routers on it, each of which
can directly communicate with all the others. All LANs and WANSs have this pro-
perty. Figure 5-64(a) shows an AS containing all three kinds of networks. Note
that hosts do not generally play a role in OSPF.

OSPF operates by abstracting the collection of actual networks, routers, and
lines into a directed graph in which each arc is assigned a cost (distance, delay,
etc.). It then computes the shortest path based on the weights on the arcs. A
serial connection between two routers is represented by a pair of arcs, one in each
direction. Their weights may be different. A multiaccess network is represented
by a node for the network itself plus a node for each router. The arcs from the
network node to the routers have weight 0 and are omitted from the graph.

Figure 5-64(b) shows the graph representation of the network of Fig. 5-64(a).
Weights are symmetric, unless marked otherwise. What OSPF fundamentally
does is represent the actual network as a graph like this and then compute the
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Figure 5-64. (a) An autonomous system. (b) A graph representation of (a).

shortest path from every router to every other router.

Many of the ASes in the Internet are themselves large and nontrivial to man-
age. OSPF allows them to be divided into numbered areas, where an area is a
network or a set of contiguous networks. Areas do not overlap but need not be
exhaustive, that is, some routers may belong to no area. An area is a generaliza-
tion of a subnet. Outside an area, its topology and details are not visible.

Every AS has a backbone area, called area 0. All areas are connected to the
backbone, possibly by tunnels, so it is possible to go from any area in the AS to
any other area in the AS via the backbone. A tunnel is represented in the graph as
an arc and has a cost. Each router that is connected to two or more areas is part of
the backbone. As with other areas, the topology of the backbone is not visible
outside the backbone.

Within an area, each router has the same link state database and runs the same
shortest path algorithm. Its main job is to calculate the shortest path from itself to
every other router in the area, including the router that is connected to the
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backbone, of which there must be at least one. A router that connects to two areas
needs the databases for both areas and must run the shortest path algorithm for
each one separately.

During normal operation, three kinds of routes may be needed: intra-area,
interarea, and inter-AS. Intra-area routes are the easiest, since the source router
already knows the shortest path to the destination router. Interarea routing always
proceeds in three steps: go from the source to the backbone; go across the back-
bone to the destination area; go to the destination. This algorithm forces a star
configuration on OSPF with the backbone being the hub and the other areas being
spokes. Packets are routed from source to destination ‘““as is.” They are not
encapsulated or tunneled, unless going to an area whose only connection to the
backbone is a tunnel. Figure 5-65 shows part of the Internet with ASes and areas.

AS boundary router Backbone
AS 1 AS 2
Backbone
router
/ Area
X
Internal router BGP protocol
/ connects the ASes
AS 3 AS 4 Area
+ border

router

Figure 5-65. The relation between ASes, backbones, and areas in OSPF.

OSPF distinguishes four classes of routers:
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1. Internal routers are wholly within one area.

2. Area border routers connect two or more areas.

3. Backbone routers are on the backbone.

4. AS boundary routers talk to routers in other ASes.

These classes are allowed to overlap. For example, all the border routers are au-
tomatically part of the backbone. In addition, a router that is in the backbone but
not part of any other area is also an internal router. Examples of all four classes
of routers are illustrated in Fig. 5-65.

When a router boots, it sends HELLO messages on all of its point-to-point
lines and multicasts them on LANS to the group consisting of all the other routers.
On WANS, it needs some configuration information to know who to contact.
From the responses, each router learns who its neighbors are. Routers on the
same LAN are all neighbors.

OSPF works by exchanging information between adjacent routers, which is
not the same as between neighboring routers. In particular, it is inefficient to have
every router on a LAN talk to every other router on the LAN. To avoid this situa-
tion, one router is elected as the designated router. It is said to be adjacent to
all the other routers on its LAN, and exchanges information with them. Neighbor-
ing routers that are not adjacent do not exchange information with each other. A
backup designated router is always kept up to date to ease the transition should the
primary designated router crash and need to replaced immediately.

During normal operation, each router periodically floods LINK STATE UP-
DATE messages to each of its adjacent routers. This message gives its state and
provides the costs used in the topological database. The flooding messages are
acknowledged, to make them reliable. Each message has a sequence number, so a
router can see whether an incoming LINK STATE UPDATE is older or newer than
what it currently has. Routers also send these messages when a line goes up or
down or its cost changes.

DATABASE DESCRIPTION messages give the sequence numbers of all the
link state entries currently held by the sender. By comparing its own values with
those of the sender, the receiver can determine who has the most recent values.
These messages are used when a line is brought up.

Either partner can request link state information from the other one by using
LINK STATE REQUEST messages. The result of this algorithm is that each pair of
adjacent routers checks to see who has the most recent data, and new information
is spread throughout the area this way. All these messages are sent as raw IP pac-
kets. The five kinds of messages are summarized in Fig. 5-66.

Finally, we can put all the pieces together. Using flooding, each router
informs all the other routers in its area of its neighbors and costs. This informa-
tion allows each router to construct the graph for its area(s) and compute the shor-
test path. The backbone area does this too. In addition, the backbone routers



SEC. 5.6 THE NETWORK LAYER IN THE INTERNET 459

Message type Description
Hello Used to discover who the neighbors are
Link state update Provides the sender’s costs to its neighbors
Link state ack Acknowledges link state update
Database description | Announces which updates the sender has
Link state request Requests information from the partner

Figure 5-66. The five types of OSPF messages.

accept information from the area border routers in order to compute the best route
from each backbone router to every other router. This information is propagated
back to the area border routers, which advertise it within their areas. Using this
information, a router about to send an interarea packet can select the best exit
router to the backbone.

5.6.5 BGP—The Exterior Gateway Routing Protocol

Within a single AS, the recommended routing protocol is OSPF (although it is
certainly not the only one in use). Between ASes, a different protocol, BGP
(Border Gateway Protocol), is used. A different protocol is needed between
ASes because the goals of an interior gateway protocol and an exterior gateway
protocol are not the same. All an interior gateway protocol has to do is move
packets as efficiently as possible from the source to the destination. It does not
have to worry about politics.

Exterior gateway protocol routers have to worry about politics a great deal
(Metz, 2001). For example, a corporate AS might want the ability to send packets
to any Internet site and receive packets from any Internet site. However, it might
be unwilling to carry transit packets originating in a foreign AS and ending in a
different foreign AS, even if its own AS was on the shortest path between the two
foreign ASes (“That’s their problem, not ours”). On the other hand, it might be
willing to carry transit traffic for its neighbors or even for specific other ASes that
paid it for this service. Telephone companies, for example, might be happy to act
as a carrier for their customers, but not for others. Exterior gateway protocols in
general, and BGP in particular, have been designed to allow many kinds of rout-
ing policies to be enforced in the interAS traffic.

Typical policies involve political, security, or economic considerations. A
few examples of routing constraints are:

1. No transit traffic through certain ASes.
2. Never put Iraq on a route starting at the Pentagon.

3. Do not use the United States to get from British Columbia to Ontario.
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4. Only transit Albania if there is no alternative to the destination.

5. Traffic starting or ending at IBM should not transit Microsoft.

Policies are typically manually configured into each BGP router (or included
using some kind of script). They are not part of the protocol itself.

From the point of view of a BGP router, the world consists of ASes and the
lines connecting them. Two ASes are considered connected if there is a line be-
tween a border router in each one. Given BGP’s special interest in transit traffic,
networks are grouped into one of three categories. The first category is the stub
networks, which have only one connection to the BGP graph. These cannot be
used for transit traffic because there is no one on the other side. Then come the
multiconnected networks. These could be used for transit traffic, except that
they refuse. Finally, there are the transit networks, such as backbones, which
are willing to handle third-party packets, possibly with some restrictions, and usu-
ally for pay.

Pairs of BGP routers communicate with each other by establishing TCP con-
nections. Operating this way provides reliable communication and hides all the
details of the network being passed through.

BGP is fundamentally a distance vector protocol, but quite different from
most others such as RIP. Instead of maintaining just the cost to each destination,
each BGP router keeps track of the path used. Similarly, instead of periodically
giving each neighbor its estimated cost to each possible destination, each BGP
router tells its neighbors the exact path it is using.

As an example, consider the BGP routers shown in Fig. 5-67(a). In particular,
consider F’s routing table. Suppose that it uses the path FGCD to get to D. When
the neighbors give it routing information, they provide their complete paths, as
shown in Fig. 5-67(b) (for simplicity, only destination D is shown here).

After all the paths come in from the neighbors, F examines them to see which
is the best. It quickly discards the paths from / and E, since these paths pass
through F itself. The choice is then between using B and G. Every BGP router
contains a module that examines routes to a given destination and scores them,
returning a number for the ‘“distance’” to that destination for each route. Any
route violating a policy constraint automatically gets a score of infinity. The
router then adopts the route with the shortest distance. The scoring function is not
part of the BGP protocol and can be any function the system managers want.

BGP easily solves the count-to-infinity problem that plagues other distance
vector routing algorithms. For example, suppose G crashes or the line FG goes
down. F then receives routes from its three remaining neighbors. These routes
are BCD, IFGCD, and EFGCD. It can immediately see that the two latter routes
are pointless, since they pass through F itself, so it chooses FBCD as its new
route. Other distance vector algorithms often make the wrong choice because
they cannot tell which of their neighbors have independent routes to the
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A Information F receives
from its neighbors about D
From B: "l use BCD"
From G: "l use GCD"
H From I: "l use IFGCD"
From E: "l use EFGCD"
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Figure 5-67. (a) A set of BGP routers. (b) Information sent to F.

destination and which do not. The definition of BGP is in RFCs 1771 to 1774.
5.6.6 Internet Multicasting

Normal IP communication is between one sender and one receiver. However,
for some applications it is useful for a process to be able to send to a large number
of receivers simultaneously. Examples are updating replicated, distributed data-
bases, transmitting stock quotes to multiple brokers, and handling digital confer-
ence (i.e., multiparty) telephone calls.

IP supports multicasting, using class D addresses. Each class D address iden-
tifies a group of hosts. Twenty-eight bits are available for identifying groups, so
over 250 million groups can exist at the same time. When a process sends a pac-
ket to a class D address, a best-efforts attempt is made to deliver it to all the
members of the group addressed, but no guarantees are given. Some members
may not get the packet.

Two kinds of group addresses are supported: permanent addresses and tem-
porary ones. A permanent group is always there and does not have to be set up.
Each permanent group has a permanent group address. Some examples of per-
manent group addresses are:

224.0.0.1 All systems on a LAN

224.0.0.2 All routers on a LAN

224.0.0.5 All OSPF routers on a LAN

224.0.0.6 All designated OSPF routers on a LAN

Temporary groups must be created before they can be used. A process can
ask its host to join a specific group. It can also ask its host to leave the group.
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When the last process on a host leaves a group, that group is no longer present on
the host. Each host keeps track of which groups its processes currently belong to.

Multicasting is implemented by special multicast routers, which may or may
not be colocated with the standard routers. About once a minute, each multicast
router sends a hardware (i.e., data link layer) multicast to the hosts on its LAN
(address 224.0.0.1) asking them to report back on the groups their processes
currently belong to. Each host sends back responses for all the class D addresses
it is interested in.

These query and response packets use a protocol called IGMP (Internet
Group Management Protocol), which is vaguely analogous to ICMP. It has on-
ly two kinds of packets: query and response, each with a simple, fixed format con-
taining some control information in the first word of the payload field and a class
D address in the second word. It is described in RFC 1112.

Multicast routing is done using spanning trees. Each multicast router ex-
changes information with its neighbors, using a modified distance vector protocol
in order for each one to construct a spanning tree per group covering all group
members. Various optimizations are used to prune the tree to eliminate routers
and networks not interested in particular groups. The protocol makes heavy use
of tunneling to avoid bothering nodes not in a spanning tree.

5.6.7 Mobile IP

Many users of the Internet have portable computers and want to stay con-
nected to the Internet when they visit a distant Internet site and even on the road
in between. Unfortunately, the IP addressing system makes working far from
home easier said than done. In this section we will examine the problem and the
solution. A more detailed description is given in (Perkins, 1998a).

The real villain is the addressing scheme itself. Every IP address contains a
network number and a host number. For example, consider the machine with IP
address 160.80.40.20/16. The 160.80 gives the network number (8272 in deci-
mal); the 40.20 is the host number (10260 in decimal). Routers all over the world
have routing tables telling which line to use to get to network 160.80. Whenever
a packet comes in with a destination IP address of the form 160.80.xxx.yyy, it
goes out on that line.

If all of a sudden, the machine with that address is carted off to some distant
site, the packets for it will continue to be routed to its home LAN (or router). The
owner will no longer get e-mail, and so on. Giving the machine a new IP address
corresponding to its new location is unattractive because large numbers of people,
programs, and databases would have to be informed of the change.

Another approach is to have the routers use complete IP addresses for routing,
instead of just the network. However, this strategy would require each router to
have millions of table entries, at astronomical cost to the Internet.

When people began demanding the ability to connect their notebook comput-
ers to the Internet wherever they were, IETF set up a Working Group to find a
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solution. The Working Group quickly formulated a number of goals considered
desirable in any solution. The major ones were:

1. Each mobile host must be able to use its home IP address anywhere.
2. Software changes to the fixed hosts were not permitted.

3. Changes to the router software and tables were not permitted.

4. Most packets for mobile hosts should not make detours on the way.
5. No overhead should be incurred when a mobile host is at home.

The solution chosen was the one described in Sec. 5.2.8. To review it briefly,
every site that wants to allow its users to roam has to create a home agent. Every
site that wants to allow visitors has to create a foreign agent. When a mobile host
shows up at a foreign site, it contacts the foreign host there and registers. The
foreign host then contacts the user’s home agent and gives it a care-of address,
normally the foreign agent’s own IP address.

When a packet arrives at the user’s home LAN, it comes in at some router
attached to the LAN. The router then tries to locate the host in the usual way, by
broadcasting an ARP packet asking, for example: What is the Ethernet address of
160.80.40.20? The home agent responds to this query by giving its own Ethernet
address. The router then sends packets for 160.80.40.20 to the home agent. It, in
turn, tunnels them to the care-of address by encapsulating them in the payload
field of an IP packet addressed to the foreign agent. The foreign agent then de-
capsulates and delivers them to the data link address of the mobile host. In addi-
tion, the home agent gives the care-of address to the sender, so future packets can
be tunneled directly to the foreign agent. This solution meets all the requirements
stated above.

One small detail is probably worth mentioning. At the time the mobile host
moves, the router probably has its (soon-to-be-invalid) Ethernet address cached.
Replacing that Ethernet address with the home agent’s is done by a trick called
gratuitous ARP. This is a special, unsolicited message to the router that causes it
to replace a specific cache entry, in this case, that of the mobile host about to
leave. When the mobile host returns later, the same trick is used to update the
router’s cache again.

Nothing in the design prevents a mobile host from being its own foreign
agent, but that approach only works if the mobile host (in its capacity as foreign
agent) is logically connected to the Internet at its current site. Also, the mobile
host must be able to acquire a (temporary) care-of IP address to use. That IP
address must belong to the LAN to which it is currently attached.

The IETF solution for mobile hosts solves a number of other problems not
mentioned so far. For example, how are agents located? The solution is for each
agent to periodically broadcast its address and the type of services it is willing to
provide (e.g., home, foreign, or both). When a mobile host arrives somewhere, it
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can just listen for these broadcasts, called advertisements. Alternatively, it can
broadcast a packet announcing its arrival and hope that the local foreign agent
responds to it.

Another problem that had to be solved is what to do about impolite mobile
hosts that leave without saying goodbye. The solution is to make registration
valid only for a fixed time interval. If it is not refreshed periodically, it times out,
so the foreign host can clear its tables.

Yet another issue is security. When a home agent gets a message asking it to
please forward all of Roberta’s packets to some IP address, it had better not com-
ply unless it is convinced that Roberta is the source of this request, and not some-
body trying to impersonate her. Cryptographic authentication protocols are used
for this purpose. We will study such protocols in Chap. 8.

A final point addressed by the Working Group relates to levels of mobility.
Imagine an airplane with an on-board Ethernet used by the navigation and avion-
ics computers. On this Ethernet is a standard router that talks to the wired Internet
on the ground over a radio link. One fine day, some clever marketing executive
gets the idea to install Ethernet connectors in all the arm rests so passengers with
mobile computers can also plug in.

Now we have two levels of mobility: the aircraft’s own computers, which are
stationary with respect to the Ethernet, and the passengers’ computers, which are
mobile with respect to it. In addition, the on-board router is mobile with respect
to routers on the ground. Being mobile with respect to a system that is itself
mobile can be handled using recursive tunneling.

5.6.8 IPv6

While CIDR and NAT may buy a few more years’ time, everyone realizes
that the days of IP in its current form (IPv4) are numbered. In addition to these
technical problems, another issue looms in the background. In its early years, the
Internet was largely used by universities, high-tech industry, and the U.S. Govern-
ment (especially the Dept. of Defense). With the explosion of interest in the
Internet starting in the mid-1990s, it began to be used by a different group of peo-
ple, especially people with different requirements. For one thing, numerous peo-
ple with wireless portables use it to keep in contact with their home bases. For
another, with the impending convergence of the computer, communication, and
entertainment industries, it may not be that long before every telephone and telev-
ision set in the world is an Internet node, producing a billion machines being used
audio and video on demand. Under these circumstances, it became apparent that
IP had to evolve and become more flexible.

Seeing these problems on the horizon, in 1990, IETF started work on a new
version of IP, one which would never run out of addresses, would solve a variety
of other problems, and be more flexible and efficient as well. Its major goals
were:
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Support billions of hosts, even with inefficient address space allocation.
Reduce the size of the routing tables.

Simplify the protocol, to allow routers to process packets faster.
Provide better security (authentication and privacy) than current IP.
Pay more attention to type of service, particularly for real-time data.
Aid multicasting by allowing scopes to be specified.

Make it possible for a host to roam without changing its address.

Allow the protocol to evolve in the future.

Y N kWD =

Permit the old and new protocols to coexist for years.

To develop a protocol that met all these requirements, IETF issued a call for
proposals and discussion in RFC 1550. Twenty-one responses were received, not
all of them full proposals. By December 1992, seven serious proposals were on
the table. They ranged from making minor patches to IP, to throwing it out alto-
gether and replacing with a completely different protocol.

One proposal was to run TCP over CLNP, which, with its 160-bit addresses
would have provided enough address space forever and would have unified two
major network layer protocols. However, many people felt that this would have
been an admission that something in the OSI world was actually done right, a
statement considered Politically Incorrect in Internet circles. CLNP was patterned
closely on IP, so the two are not really that different. In fact, the protocol ulti-
mately chosen differs from IP far more than CLNP does. Another strike against
CLNP was its poor support for service types, something required to transmit mul-
timedia efficiently.

Three of the better proposals were published in IEEE Network (Deering,
1993; Francis, 1993; and Katz and Ford, 1993). After much discussion, revision,
and jockeying for position, a modified combined version of the Deering and
Francis proposals, by now called SIPP (Simple Internet Protocol Plus) was
selected and given the designation IPv6.

IPv6 meets the goals fairly well. It maintains the good features of IP, discards
or deemphasizes the bad ones, and adds new ones where needed. In general, IPv6
is not compatible with IPv4, but it is compatible with the other auxiliary Internet
protocols, including TCP, UDP, ICMP, IGMP, OSPF, BGP, and DNS, sometimes
with small modifications being required (mostly to deal with longer addresses).
The main features of IPv6 are discussed below. More information about it can be
found in RFCs 2460 through 2466.

First and foremost, IPv6 has longer addresses than IPv4. They are 16 bytes
long, which solves the problem that IPv6 set out to solve: provide an effectively
unlimited supply of Internet addresses. We will have more to say about addresses
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shortly.

The second major improvement of IPv6 is the simplification of the header. It
contains only seven fields (versus 13 in IPv4). This change allows routers to pro-
cess packets faster and thus improve throughput and delay. We will discuss the
header shortly, too.

The third major improvement was better support for options. This change
was essential with the new header because fields that previously were required are
now optional. In addition, the way options are represented is different, making it
simple for routers to skip over options not intended for them. This feature speeds
up packet processing time.

A fourth area in which IPv6 represents a big advance is in security. IETF had
its fill of newspaper stories about precocious 12-year-olds using their personal
computers to break into banks and military bases all over the Internet. There was
a strong feeling that something had to be done to improve security. Authentica-
tion and privacy are key features of the new IP. These were later retrofitted to
IPv4, however, so in the area of security the differences are not so great any more.

Finally, more attention has been paid to quality of service. Various half-
hearted efforts have been made in the past, but now with the growth of multi-
media on the Internet, the sense of urgency is greater.

The Main IPv6 Header

The IPv6 header is shown in Fig. 5-68. The Version field is always 6 for IPv6
(and 4 for IPv4). During the transition period from IPv4, which will probably
take a decade, routers will be able to examine this field to tell what kind of packet
they have. As an aside, making this test wastes a few instructions in the critical
path, so many implementations are likely to try to avoid it by using some field in
the data link header to distinguish IPv4 packets from IPv6 packets. In this way,
packets can be passed to the correct network layer handler directly. However,
having the data link layer be aware of network packet types completely violates
the design principle that each layer should not be aware of the meaning of the bits
given to it from the layer above. The discussions between the “Do it right” and
“Make it fast” camps will no doubt be lengthy and vigorous.

The Traffic class field is used to distinguish between packets with different
real-time delivery requirements. A field designed for this purpose has been in IP
since the beginning, but it has been only sporadically implemented by routers.
Experiments are now underway to determine how best it can be used for mul-
timedia delivery.

The Flow label field is also still experimental but will be used to allow a
source and destination to set up a pseudoconnection with particular properties and
requirements. For example, a stream of packets from one process on a certain
source host to a certain process on a certain destination host might have stringent
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32 Bits

Version Traffic class Flow label

Payload length Next header Hop limit

Source address
— (16 bytes) 7

Destination address
(16 bytes)

Figure 5-68. The IPv6 fixed header (required).

delay requirements and thus need reserved bandwidth. The flow can be set up in
advance and given an identifier. When a packet with a nonzero Flow label shows
up, all the routers can look it up in internal tables to see what kind of special treat-
ment it requires. In effect, flows are an attempt to have it both ways: the flexibil-
ity of a datagram subnet and the guarantees of a virtual-circuit subnet.

Each flow is designated by the source address, destination address, and flow
number, so many flows may be active at the same time between a given pair of IP
addresses. Also, in this way, even if two flows coming from different hosts but
with the same flow label pass through the same router, the router will be able to
tell them apart using the source and destination addresses. It is expected that flow
labels will be chosen randomly, rather than assigned sequentially starting at 1, so
routers as expected to hash them.

The Payload length field tells how many bytes follow the 40-byte header of
Fig. 5-68. The name was changed from the IPv4 Total length field because the
meaning was changed slightly: the 40 header bytes are no longer counted as part
of the length (as they used to be).

The Next header field lets the cat out of the bag. The reason the header could
be simplified is that there can be additional (optional) extension headers. This
field tells which of the (currently) six extension headers, if any, follow this one.
If this header is the last IP header, the Next header field tells which transport pro-
tocol handler (e.g., TCP, UDP) to pass the packet to.
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The Hop limit field is used to keep packets from living forever. It is, in prac-
tice, the same as the Time fo live field in IPv4, namely, a field that is decremented
on each hop. In theory, in IPv4 it was a time in seconds, but no router used it that
way, so the name was changed to reflect the way it is actually used.

Next come the Source address and Destination address fields. Deering’s ori-
ginal proposal, SIP, used 8-byte addresses, but during the review process many
people felt that with 8-byte addresses IPv6 would run out of addresses within a
few decades, whereas with 16-byte addresses it would never run out. Other peo-
ple argued that 16 bytes was overkill, whereas still others favored using 20-byte
addresses to be compatible with the OSI datagram protocol. Still another faction
wanted variable-sized addresses. After much debate, it was decided that fixed-
length 16-byte addresses were the best compromise.

A new notation has been devised for writing 16-byte addresses. They are
written as eight groups of four hexadecimal digits with colons between the groups,
like this:

8000:0000:0000:0000:0123:4567:89AB:CDEF

Since many addresses will have many zeros inside them, three optimizations have
been authorized. First, leading zeros within a group can be omitted, so 0123 can
be written as 123. Second, one or more groups of 16 zero bits can be replaced by
a pair of colons. Thus, the above address now becomes

8000::123:4567:89AB:CDEF

Finally, IPv4 addresses can be written as a pair of colons and an old dotted
decimal number, for example

::192.31.20.46

Perhaps it is unnecessary to be so explicit about it, but there are a lot of 16-
byte addresses. Specifically, there are 2'?® of them, which is approximately
3 x 108, If the entire earth, land and water, were covered with computers, IPv6
would allow 7 x 10?* IP addresses per square meter. Students of chemistry will
notice that this number is larger than Avogadro’s number. While it was not the
intention to give every molecule on the surface of the earth its own IP address, we
are not that far off.

In practice, the address space will not be used efficiently, just as the telephone
number address space is not (the area code for Manhattan, 212, is nearly full, but
that for Wyoming, 307, is nearly empty). In RFC 3194, Durand and Huitema cal-
culated that, using the allocation of telephone numbers as a guide, even in the
most pessimistic scenario there will still be well over 1000 IP addresses per
square meter of the entire earth’s surface (land and water). In any likely scenario,
there will be trillions of them per square meter. In short, it seems unlikely that we
will run out in the foreseeable future.

It is instructive to compare the IPv4 header (Fig. 5-53) with the IPv6 header



SEC. 5.6 THE NETWORK LAYER IN THE INTERNET 469

(Fig. 5-68) to see what has been left out in IPv6. The /HL field is gone because
the IPv6 header has a fixed length. The Protocol field was taken out because the
Next header field tells what follows the last IP header (e.g., a UDP or TCP seg-
ment).

All the fields relating to fragmentation were removed because IPv6 takes a
different approach to fragmentation. To start with, all IPv6-conformant hosts are
expected to dynamically determine the datagram size to use. This rule makes
fragmentation less likely to occur in the first place. Also, the minimum has been
raised from 576 to 1280 to allow 1024 bytes of data and many headers. In addi-
tion, when a host sends an IPv6 packet that is too large, instead of fragmenting it,
the router that is unable to forward it sends back an error message. This message
tells the host to break up all future packets to that destination. Having the host
send packets that are the right size in the first place is ultimately much more effi-
cient than having the routers fragment them on the fly.

Finally, the Checksum field is gone because calculating it greatly reduces per-
formance. With the reliable networks now used, combined with the fact that the
data link layer and transport layers normally have their own checksums, the value
of yet another checksum was not worth the performance price it extracted.
Removing all these features has resulted in a lean and mean network layer proto-
col. Thus, the goal of IPv6—a fast, yet flexible, protocol with plenty of address
space—has been met by this design.

Extension Headers

Some of the missing IPv4 fields are occasionally still needed, so IPv6 has
introduced the concept of an (optional) extension header. These headers can be
supplied to provide extra information, but encoded in an efficient way. Six kinds
of extension headers are defined at present, as listed in Fig. 5-69. Each one is
optional, but if more than one is present, they must appear directly after the fixed
header, and preferably in the order listed.

Extension header Description
Hop-by-hop options Miscellaneous information for routers
Destination options Additional information for the destination
Routing Loose list of routers to visit
Fragmentation Management of datagram fragments
Authentication Verification of the sender’s identity
Encrypted security payload | Information about the encrypted contents

Figure 5-69. IPv6 extension headers.

Some of the headers have a fixed format; others contain a variable number of
variable-length fields. For these, each item is encoded as a (Type, Length, Value)
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tuple. The Type is a 1-byte field telling which option this is. The Type values
have been chosen so that the first 2 bits tell routers that do not know how to pro-
cess the option what to do. The choices are: skip the option; discard the packet;
discard the packet and send back an ICMP packet; and the same as the previous
one, except do not send ICMP packets for multicast addresses (to prevent one bad
multicast packet from generating millions of ICMP reports).

The Length is also a 1-byte field. It tells how long the value is (0 to 255
bytes). The Value is any information required, up to 255 bytes.

The hop-by-hop header is used for information that all routers along the path
must examine. So far, one option has been defined: support of datagrams exceed-
ing 64K. The format of this header is shown in Fig. 5-70. When it is used, the
Payload length field in the fixed header is set to zero.

Next header 0 194 4

Jumbo payload length

Figure 5-70. The hop-by-hop extension header for large datagrams (jumbograms).

As with all extension headers, this one starts out with a byte telling what kind
of header comes next. This byte is followed by one telling how long the hop-by-
hop header is in bytes, excluding the first 8 bytes, which are mandatory. All
extensions begin this way.

The next 2 bytes indicate that this option defines the datagram size (code 194)
and that the size is a 4-byte number. The last 4 bytes give the size of the data-
gram. Sizes less than 65,536 bytes are not permitted and will result in the first
router discarding the packet and sending back an ICMP error message.
Datagrams using this header extension are called jumbograms. The use of
jumbograms is important for supercomputer applications that must transfer giga-
bytes of data efficiently across the Internet.

The destination options header is intended for fields that need only be inter-
preted at the destination host. In the initial version of IPv6, the only options
defined are null options for padding this header out to a multiple of 8 bytes, so ini-
tially it will not be used. It was included to make sure that new routing and host
software can handle it, in case someone thinks of a destination option some day.

The routing header lists one or more routers that must be visited on the way to
the destination. It is very similar to the IPv4 loose source routing in that all ad-
dresses listed must be visited in order, but other routers not listed may be visited
in between. The format of the routing header is shown in Fig. 5-71.

The first 4 bytes of the routing extension header contain four 1-byte integers.
The Next header and Header entension length fields were described above. The
Routing type field gives the format of the rest of the header. Type O says that a
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Next header Headtleéne;ttﬁ NSI9N! * Routing type Segments left

Type-specific data

Figure 5-71. The extension header for routing.

reserved 32-bit word follows the first word, followed by some number of IPv6
addresses. Other types may be invented in the future as needed. Finally, the Seg-
ments left field keeps track of how many of the addresses in the list have not yet
been visited. It is decremented every time one is visited. When it hits 0, the
packet is on its own with no more guidance about what route to follow. Usually
at this point it is so close to the destination that the best route is obvious.

The fragment header deals with fragmentation similarly to the way IPv4 does.
The header holds the datagram identifier, fragment number, and a bit telling
whether more fragments will follow. In IPv6, unlike in IPv4, only the source host
can fragment a packet. Routers along the way may not do this. Although this
change is a major philosophical break with the past, it simplifies the routers” work
and makes routing go faster. As mentioned above, if a router is confronted with a
packet that is too big, it discards the packet and sends an ICMP packet back to the
source. This information allows the source host to fragment the packet into
smaller pieces using this header and try again.

The authentication header provides a mechanism by which the receiver of a
packet can be sure of who sent it. The encrypted security payload makes it possi-
ble to encrypt the contents of a packet so that only the intended recipient can read
it. These headers use cryptographic techniques to accomplish their missions.

Controversies

Given the open design process and the strongly-held opinions of many of the
people involved, it should come as no surprise that many choices made for IPv6
were highly controversial, to say the least. We will summarize a few of these
briefly below. For all the gory details, see the RFCs.

We have already mentioned the argument about the address length. The result
was a compromise: 16-byte fixed-length addresses.

Another fight developed over the length of the Hop limit field. One camp felt
strongly that limiting the maximum number of hops to 255 (implicit in using an
8-bit field) was a gross mistake. After all, paths of 32 hops are common now, and
10 years from now much longer paths may be common. These people argued that
using a huge address size was farsighted but using a tiny hop count was
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shortsighted. In their view, the greatest sin a computer scientist can commit is to
provide too few bits somewhere.

The response was that arguments could be made to increase every field, lead-
ing to a bloated header. Also, the function of the Hop limit field is to keep pack-
ets from wandering around for a long time and 65,535 hops is far too long.
Finally, as the Internet grows, more and more long-distance links will be built,
making it possible to get from any country to any other country in half a dozen
hops at most. If it takes more than 125 hops to get from the source and destina-
tion to their respective international gateways, something is wrong with the
national backbones. The 8-bitters won this one.

Another hot potato was the maximum packet size. The supercomputer com-
munity wanted packets in excess of 64 KB. When a supercomputer gets started
transferring, it really means business and does not want to be interrupted every 64
KB. The argument against large packets is that if a 1-MB packet hits a 1.5-Mbps
T1 line, that packet will tie the line up for over 5 seconds, producing a very
noticeable delay for interactive users sharing the line. A compromise was reached
here: normal packets are limited to 64 KB, but the hop-by-hop extension header
can be used to permit jumbograms.

A third hot topic was removing the IPv4 checksum. Some people likened this
move to removing the brakes from a car. Doing so makes the car lighter so it can
go faster, but if an unexpected event happens, you have a problem.

The argument against checksums was that any application that really cares
about data integrity has to have a transport layer checksum anyway, so having
another one in IP (in addition to the data link layer checksum) is overkill. Furth-
ermore, experience showed that computing the IP checksum was a major expense
in IPv4. The antichecksum camp won this one, and IPv6 does not have a check-
sum.

Mobile hosts were also a point of contention. If a portable computer flies
halfway around the world, can it continue operating at the destination with the
same IPv6 address, or does it have to use a scheme with home agents and foreign
agents? Mobile hosts also introduce asymmetries into the routing system. It may
well be the case that a small mobile computer can easily hear the powerful signal
put out by a large stationary router, but the stationary router cannot hear the feeble
signal put out by the mobile host. Consequently, some people wanted to build
explicit support for mobile hosts into IPv6. That effort failed when no consensus
could be found for any specific proposal.

Probably the biggest battle was about security. Everyone agreed it was es-
sential, The war was about where and how. First where. The argument for put-
ting it in the network layer is that it then becomes a standard service that all appli-
cations can use without any advance planning. The argument against it is that
really secure applications generally want nothing less than end-to-end encryption,
where the source application does the encryption and the destination application
undoes it. With anything less, the user is at the mercy of potentially buggy
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network layer implementations over which he has no control. The response to this
argument is that these applications can just refrain from using the IP security
features and do the job themselves. The rejoinder to that is that the people who do
not trust the network to do it right, do not want to pay the price of slow, bulky IP
implementations that have this capability, even if it is disabled.

Another aspect of where to put security relates to the fact that many (but not
all) countries have stringent export laws concerning cryptography. Some, notably
France and Iraq, also restrict its use domestically, so that people cannot have
secrets from the police. As a result, any IP implementation that used a crypto-
graphic system strong enough to be of much value could not be exported from the
United States (and many other countries) to customers worldwide. Having to
maintain two sets of software, one for domestic use and one for export, is some-
thing most computer vendors vigorously oppose.

One point on which there was no controversy is that no one expects the IPv4
Internet to be turned off on a Sunday morning and come back up as an IPv6 Inter-
net Monday morning. Instead, isolated ‘““islands’ of IPv6 will be converted, ini-
tially communicating via tunnels. As the IPv6 islands grow, they will merge into
bigger islands. Eventually, all the islands will merge, and the Internet will be
fully converted. Given the massive investment in IPv4 routers currently de-
ployed, the conversion process will probably take a decade. For this reason, an
enormous amount of effort has gone into making sure that this transition will be as
painless as possible. For more information about IPv6, see (Loshin, 1999).



